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1	Decision/action requested
Subscriber privacy management in 5G includes several functions, for which privacy requirements are defined. This pCR defines the details for clause 6.8. 
2	Rationale
5G implements subscriber privacy. For this, a generic privacy management is needed. Several private keys may be in use, e.g. if the operator is in the process to update the public key at all UEs. Thus, the appropriate key needs to be selected based on the received key identifier.
It is proposed to specify the privacy management as a service. This contribution keeps open, which network function should host the privacy management service (PMS). Several functions are described in this pCR that Nokia believes, should at least be part of the PMS. 

3	pCR

<<< START OF CHANGES >>>

<<< CHANGE 1 >>>
[bookmark: _Toc483244689][bookmark: _Toc483315423][bookmark: _Toc483409293][bookmark: _Toc483597507]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ACRONYM>	<Explanation>
5GC	5G Core Network
5G-AN	5G Access Network
5G-RAN	5G Radio Access Network 
AMF	Access and Mobility Management Function
AMF	Authentication Management Field
NOTE: If it is not clear from the context, which meaning the acronym AMF has, it is spelled out. 
IKE	Internet Key Exchange
KRF	Privacy key request function
NAS	Non Access Stratum 
PDB	Privacy data base
PHF	Privacy handling function
PMS	Privacy management system
QoS	Quality of Service 
SEG	Security Gateway
SIDF	SUPI decryption function
SUCI	SUPI concealed identifier
UE	User Equipment
UPF	User Plane Function


<<< CHANGE 2>>>
[bookmark: _Toc483244726][bookmark: _Toc483315465][bookmark: _Toc483409335][bookmark: _Toc483597559]6.8	Subscriber identifier privacy
Editor's Note: The content of this clause depends on the decisions on security area #7 in TR 33.899. 
[bookmark: _Toc483244727][bookmark: _Toc483315466][bookmark: _Toc483409336][bookmark: _Toc483597560]6.8.1	Subscriber permanent identifier (SUPI) and tem
[bookmark: _Toc483244728][bookmark: _Toc483315467][bookmark: _Toc483409337][bookmark: _Toc483597561]6.8.2	Subscriber temporary (5G-GUTI) identifiers 
SUPI and 5G-GUTI are defined in 3GPP, TS 23.501.
NOTE: This subclause is about the temporary subscription identifier shared between UE and core network. RAN level identifiers are handled in clause 7. 
[bookmark: _Toc483244729][bookmark: _Toc483315468][bookmark: _Toc483409338][bookmark: _Toc483597562]6.8.2	SUPI concealed identifier (SUCI)
The SUCI is a privacy preserving identifier containing the concealed SUPI.
6.8.3	Subscriber identification procedure
Editor's Note: The content of this clause is meant to correspond to 33.401, clause 6.1.3, which is about the Identity request/response procedure between serving network and UE invoked in case the SN is unable to resolve the temporary identifier.
The UE shall generate SUCI using the privacy key that was securely provisioned in control of the home network. The privacy key includes the raw public key of the home network, the public key scheme to use and a key identifier.
The UE shall never send the SUPI over the air-interface, except for emergency calls. 
The UE shall include a SUCI only to the following 5G NAS messages:
· if the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message; 
· if the UE is sending an Identity Response message in response to an Identity Request message from the network, the UE shall include a SUCI to the Identity Response message; 
If the privacy flag is set, the privacy management service (PMS) is involved to decrypt the SUCI and retrieve the SUPI. 
Editor's Note: which entity involves the PMS is ffs.
6.8.X 	Privacy management service (PMS)	
6.8.X.1 	General
The privacy management service (PMS) is responsible for the handling of all subscriber privacy related functions. 
PMS is located in the HPLMN environment. Functions related to the usage of the private key for decryption of the SUCI are in a high secure module (HSM) environment. The private key(s) are stored in a database, which is also within the HSM. Several public/private key pairs may be stored to allow a smooth update from one private key to the next. If PMS receives a SUCI, PMS returns SUPI after involving the appropriate PMS functions. Access rights to the PMS shall be defined.
The PMS take care of the handling (e.g. updating/disabling) of key identifiers, selecting the correct key for decryption of SUCI based on the corresponding key identifier, initiating the decryption, and providing back the SUPI to the requesting network element. 
The following functions / entities are at least part of the PMS:
· Privacy handling function (PHF)
· Privacy database (PDB)
· Key request function (KRF)
· SUPI decryption function (SIDF)
PMS is invoked by a network entity, if the SUPI is concealed or the status of a key needs to be clarified, i.e. if the private key is still valid.
Editor’s Note: whether it needs an indication of privacy is up to CT4.
5.X.2 	Privacy handling function (PHF)
PHF is the only contact point from network element to the PMS. PHF invokes SIDF if a SUCI needs to be decrypted and provides the SUPI back to the requesting network element.
5.X.3	Privacy database (PDB)
The privacy database (PDB) shall be part of the PMS HSM. PDB shall hold one or several key identifiers and the related private keys used to protect the SUPI.
5.X.4	Key selection and key request (KRF)
The key selection and request function (KRF) is part of the PMS HSM. It requests the PDB for the private key.
5.X.3 	Decryption function (SIDF)
The SUPI decryption function (SIDF) shall be part of the PMS HSM. It requests KRF to select the private key from the PDB, which is corresponding to the received key identifier. The private key is then used to decrypt SUCI. SIDF provides the result back to the PHF.
	
<<< END OF CHANGE >>>

	

